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I. INTRODUCTION
End-users develop applications to support their work or the work of other end-users, with spreadsheets being the most commonly used tool for end-user application developments [Taylor et al., 1998; Eckerson and Sherman, 2008] . Spreadsheets provide a natural interface for model building, are easy to use in terms of inputs, solutions, and report generation, and allow users to perform what-if analysis. The wide range of applications and base of end-users has made spreadsheets a universal modeling platform. By developing an application in the spreadsheet environment, the model can be circulated among a wide range of users without concern about specialized software packages and learning curves. While the different spreadsheet packages and versions are not identical, they are compatible enough that they can support the basic function of each other's models and thereby not impair the widespread use of a developed model. With the arrival of the Internet, web-based spreadsheet packages, such as Google Docs and Spreadsheets, have appeared that allow users to upload, create, and edit spreadsheets online and collaborate with others in real time.
Organizations rely heavily on spreadsheet applications for both information processing and decision making. Spreadsheets within organizations have proliferated in recent years as data warehousing and enterprise resource planning systems have generated spreadmarts, which are defined as "data shadow systems in which individuals collect and massage data on an ongoing basis to support their information requirements or those of their immediate workgroup" [Eckerson and Sherman, 2008] . Spreadmarts are most frequently created in spreadsheets by business analysts and power users who are proficient with Microsoft Excel and, therefore, use this tool quickly to manipulate the data without having to conform to corporate standards for naming conventions and metric calculations. A recent report shows that over 90 percent of organizations have an average of twenty to thirty spreadmarts [Eckerson and Sherman, 2008] . IT professionals worry that spreadsheet proliferation increases an organization's risk of inconsistent data, since undefined and uncoupled data is floating around in various spreadsheets and being used in decision-making. Eighty percent of IT professionals want to eliminate spreadmarts, as an audit trail does not exist with spreadsheets and the time needed to identify and correct potential data discrepancies results in a loss of productivity and higher costs for the organization [Petti and Cannon, 2008] . At the same time, 60 to 80 percent of affected analysts and managers view spreadmarts as a good solution for their business needs. As a result, executive mandates to eliminate spreadmarts or stop IT support for them usually do not successfully stop spreadsheet proliferation within the organization.
The availability and ubiquity of spreadsheets throughout most organizations has also spurred apprehension about the accuracy and integrity of the results produced by a spreadsheet. Research shows that errors are prevalent in spreadsheets [e.g., Panko, 1998 Panko, , 2006 Panko and Ordway, 2005; Caulkins et al., 2007] . Empirical studies report that 86-100 percent of operational spreadsheets contain errors, often of a costly nature [EuSprRIG] . Lab and field studies suggest that spreadsheet developers create errors accidentally in 2 percent to 5 percent of spreadsheet cells on average, regardless of their experience [Panko and Sprague, 1998 ]. Large organizations can have thousands of spreadsheets distributed across the enterprise that have been developed by independent end-users in an uncontrolled environment. Due to the nature of end-user computing, spreadsheets, therefore, are also susceptible to fraud. Studies show that it is difficult to detect misstatements once they exist, partly due to the highly polished presentation of the results afforded by the spreadsheet [Galletta et al., 1993 [Galletta et al., , 1996 . Detailed testing can be extremely laborious even with specialized spreadsheet auditing software [Butler 2000a ]. Ironically, the ease of use and the widespread availability that makes spreadsheets so popular are the same attributes that also make them susceptible to errors and fraud.
Because spreadsheet programs lack the embedded logic and data controls necessary to prevent errors and misuse, organizations must apply manual or automated control processes to help mitigate spreadsheet risks. As more sophisticated IT tools are created to manage spreadsheets (e.g., add-in auditing tools, Microsoft.Net, business intelligence tools), protocols and processes within an organization need to be implemented to ensure that the tools are used to minimize, detect, and resolve errors in the most effective way possible. The nature and main benefits of end-user development are resistive to attempts to control and restrict the development, sharing, and use of selfgenerated models, even when organizations communicate the serious problems that can occur with spreadsheets developed through independent, uncoordinated, and undisciplined approaches. In the United States, regulations emerging from the Sarbanes-Oxley Act of 2002 (SOX) require increased attention to IT controls by management. Controls over end-user developed spreadsheet models have come to the forefront because SOX requires publicly traded companies to verify that controls for spreadsheets used in the financial reporting process are in place. In 2004, several surveys reported that 80-95 percent of U.S. firms use spreadsheets for financial reporting [Panko, 2006] . Thus, many publicly traded companies are forced to view end-user developed spreadsheet models that impact financial reporting similar to formal information systems used for financial reporting. Although we focus on the United States and SOX as our reference, IT governance and regulation is relevant globally. Many countries and regions have followed SOX with similar legislation.
In this article, we begin with a discussion of control frameworks, particularly as required by SOX regulations, and present an overview of spreadsheet management in organizations. Next we present the IT literature associated with different spreadsheet controls. In light of the robust control requirements mandated by SOX regulations and analysts' and managers' resistance to adopting a different toolset, we then outline options that companies can consider to manage spreadsheets. Finally we make calls for support of research to help develop some of these options further so that organizations can overcome the problems associated with spreadsheet proliferation and be more motivated to look beyond SOX regulations at their governance of end-user developed content.
II. BACKGROUND Overview of SOX and IT Governance Frameworks
Adequate controls and appropriate governance mechanisms have long been of interest to organizations, stakeholders, and regulators. Various financial frauds and scandals during the past two decades have led to increased emphasis on governance and controls in organizations. Although frameworks and recommendations have been generated to support voluntary changes in governance and related controls, many new laws and rules have been passed by legislators and regulators. In the U.S., the Sarbanes-Oxley Act of 2002 (SOX) [U.S. Congress, 2002] initiated new policies, procedures, and disclosures for publicly held companies. Other regions and countries implementing new regulations and disclosures include China (C-SOX), the European Union (EuroSox), and Japan (J-SOX). Table 1 presents a summary of significant U.S. and global documents, entities, and legislation that have influenced general and IT governance and controls in organizations. Figure 1 presents a timeline for key events and documents that have impacted IT governance and controls, directly or indirectly, since 1992, with emphasis on the U.S. 10-K and 10-Q Most U.S. public companies are required to file certain reports with the SEC on a prescribed basis. These reports include the 10-K and 10-Q. The annual report on Form 10-K provides a comprehensive overview of the company's business and financial condition and includes audited financial statements. Since 2004, independent accountants have also reported on the effectiveness of internal controls as part of the 10-K, as required by Section 404 of SOX. The 10-Q is a public company's unaudited quarterly financial statements for the three quarters prior to its annual filing (10-K). Since 2003, as part of the 10-Q, management is required by Section 302 of SOX to self-report on the effectiveness of internal control. [www.sec.gov] Section 404 is the most relevant provision in SOX for IT controls. It requires both management and independent accountants to report on effectiveness of internal controls over financial reporting (ICFR). • Effectiveness and efficiency of operations
• Reliability of financial reporting
• Compliance with applicable laws and regulations [COSO, 1992] COSO's view of internal control goes well beyond a framework for SOX compliance, which is most closely related to the second category, reliability of financial reporting. Although the Public Company Accounting Oversight Board (PCAOB) refers to COSO as a framework for evaluating ICFR, many companies and auditors have adopted Control Objectives for Information and Related Technology (CobiT) [IT Governance Institute, 2007 ] to address IT compliance for SOX [Blum, 2005] . CobiT was designed for a much broader approach to IT controls than compliance with SOX. The IT Governance Institute (ITGI) views information technology as an integral part of an organization's approach to controlling all three of the COSO categories, and "sustains and extends the organization's strategies and objectives" [IT Governance Institute, 2007, p. 3] .
COSO recognized the need for an even more comprehensive assessment of internal controls and risks and issued Enterprise Risk Management-Integrated Framework, which broadens the context of internal controls to incorporate risk management throughout the organization [COSO, 2004] . These risk and internal control frameworks may be viewed as complementary and supportive in providing guidance to organizations in meeting their goals, objectives, and responsibilities in very general and specific ways, including compliance with SOX [Damianides, 2005; Panko, 2006; Moeller, 2008] . For example, the CobiT control framework may be adapted to apply specifically to spreadsheets [Butler, 2001] . Spreadsheets may also be integrated into the assessment of internal controls and SOX compliance using the CobiT model [IT Governance Institute, 2006] .
In the first two years of implementation, there were many complaints from companies about the significant costs for companies to comply with the detailed testing and documentation required by Section 404 of SOX. The SEC and PCAOB subsequently moved from a "checklist" approach to a "top-down, risk-based approach," including "entitylevel controls" for assessing and reporting on internal control over financial reporting for both management and auditors [Securities and Exchange Commission, 2006; PCAOB, 2007] . An audit of internal controls now considers specific financial statement assertions related to specific controls, along with materiality and higher-level controls that may be in place, so that decisions can be made about which controls should be tested for purposes of SOX. This scoping/top-down approach should be used to determine which spreadsheets should be evaluated for purposes of SOX, as not all spreadsheets are of the same importance and risk. "The objective is to identify those spreadsheets that are most significant to the financial reporting process and determine if controls are in place and whether they are tested in a reasonable manner" [IT Governance Institute, 2006, p. 104] .
In sum, SOX has been a major impetus for companies to examine controls over spreadsheets, particularly those related to financial reporting. The broader approaches to controls found in the COSO and CobiT frameworks provide a basis to consider policies and procedures for all spreadsheet applications within an organization. In the next section, we more specifically address spreadsheet misstatements and how SOX applies to them.
Overview of Spreadsheet Misstatements and Deficiency Classifications
Misstatements can occur accidentally or intentionally. Most spreadsheet IT research studies document the types and frequencies of accidental errors and attempt to classify the errors based on their attributes into various taxonomies [e.g., Panko and Sprague, 1998; Powell et al., 2008a; Rajalingham et al., 2001] . Spreadsheet errors are often mapped into two general categories of quantitative versus qualitative errors. Quantitative errors are the most commonly documented type in lab and field studies. They result in immediate incorrect numerical bottom-line values and often occur as the result of an omission, a deletion, a formula alteration, erroneous logic, or the duplication of an input assumption. Qualitative errors do not result immediately in incorrect numerical values, but the design flaws of the spreadsheet increase the chance of an eventual quantitative error or misinterpretation during the model's use in its business function. Examples of errors in this category include semantic errors, in which information is unintentionally distorted or ambiguous, making it easy to misinterpret, as well as jamming errors, in which input data is hard-coded into formulas, thereby hiding assumptions and values that may need to be changed by the user. Documenting different types of errors and understanding how they occur can help IT researchers identify effective controls and processes, such as testing protocols and design standards, that will minimize the frequency and impact of errors and maximize the likelihood of their detection.
Fraud, on the other hand, occurs when the misstatement is made with the intent to deceive and create harm. While fraudulent misstatements can be classified in the taxonomies described, the user creating the misstatement will try to minimize the likelihood of detection. Thus, different types of internal controls, such as separation of duties and tighter access controls, are needed to mitigate the potential opportunity for fraudulent misstatements [Mittermeir, et al., 2005] .
Measuring (1) the likelihood and (2) the severity of a misstatement in a spreadsheet, whether of an accidental or fraudulent nature, is necessary for an organization to assess the risk of a spreadsheet and to be compliant with accounting standards and regulations. For purposes of financial reporting and SOX compliance, Auditing Standard 5 (AS5) states:
A deficiency in internal control over financial reporting exists when the design or operation of a control does not allow management or employees, in the normal course of performing their assigned functions, to prevent or detect misstatements on a timely basis [PCAOB, 2007, p. 432, paragraph A3] .
A material weakness is a deficiency, or a combination of deficiencies, in internal control over financial reporting, such that there is a reasonable possibility that a material misstatement of the company's annual or interim financial statements will not be prevented or detected on a timely basis [PCAOB, 2007, p. 434, paragraph A7] .
A significant deficiency is a deficiency, or a combination of deficiencies, in internal control over financial reporting that is less severe than a material weakness, yet important enough to merit attention by those responsible for oversight of the company's financial reporting [PCAOB, 2007, p. 434, paragraph A11] .
The Financial Accounting Standards Board (FASB), the body that sets U.S. accounting standards, considers an item material if a financial statement user's decision would be affected by the "magnitude" of the "inclusion or correction of the item" [FASB, 1980, paragraph 132] . Quantitative materiality benchmarks often used in audit practice vary from 2.5 percent to 10 percent of income [Chen et al., 2008] . Materiality has qualitative, as well as quantitative, attributes and must be considered within the context of the particular situation [AICPA, 2006] .
Overview of Spreadsheet Control Policies
Misstatements are created at different stages of the spreadsheet life cycle, and the incidence of errors varies by stage. Errors occur during the development and review of the model, throughout the model's use, and as the result of requested modifications or unauthorized alterations to the original model.
Prior to SOX, surveys of MIS executives and spreadsheet developers found that few organizations had formal policies on end-user or spreadsheet development [Panko, 1998] . Companies reported that, while informal guidelines were more common, they still existed in only about half of the organizations. Neither the formal rules nor the informal guidelines were usually implemented and enforced throughout any of the development, testing, auditing, and modification stages of the spreadsheet life cycle, despite all of the literature on the prevalence of spreadsheet errors in organizations. More recent surveys show that most organizations still have no formal policies to ensure spreadsheet quality, reflecting that the organizational attitude toward spreadsheet management has not changed much in general since 1998 [Caulkins et al., 2007; Lawson et al., 2009] . One area in which the corporate culture has changed is financial reporting. Now that SOX regulations hold publicly traded companies accountable for implementing and evaluating their spreadsheet controls for financial reporting, the important question is not whether controls are being implemented, but whether they are being implemented effectively. PCAOB's AS 5 identifies the need for a combination of preventive and detective controls to prevent and detect errors or fraud in financial reporting [PCAOB, 2007] .
Figure 2. Examples of Controls That Can Be Considered for Different Processes
Panko [2006] proposes to help organizations produce accurate financial reports by minimizing the likelihood of misstatements in a spreadsheet at different stages of development and usage. His approach concentrates on three processes: preventive, detective, and corrective. Figure 2 provides examples of the types of controls that can be considered for implementation in the three processes.
The organization needs to identify and implement effective controls for all three processes to meet their goal of producing financial reporting spreadsheets without any material weaknesses or significant deficiencies. General types of controls that can be considered include change controls, version controls, access controls, input controls, security and integrity of data, documentation, development lifecycle, back-ups, archiving, logic inspection, segregation of duties, and overall analytics [PricewaterhouseCoopers, 2004] . Identifying effective strategies for combining and implementing various controls will mitigate the risks inherent in the spreadsheet environment. The accountability that SOX imposes makes it critical for companies to consider how these different types of controls should be operationally implemented, which includes defining who should be responsible for their implementation and for monitoring their effectiveness.
III. THE IMPACT OF SOX ON SPREADSHEET MANAGEMENT
In order to comply with SOX, companies need to document, evaluate, and test internal controls for spreadsheets that are critical for financial reporting. While many companies that use spreadsheets are not publicly-held and do not fall under the scope of SOX, similar requirements are being imposed by other regulating agencies (e.g., Federal Deposit Insurance Corporation Improvement Act, 1991). When external audit firms identify material weaknesses in a company's financial reporting process a description of the weakness or deficiency is documented in the company's annual 10-K report. Companies reporting material weaknesses in internal control from 2002-2005 "tend to be smaller, younger, financially weaker, more complex, growing rapidly, or undergoing restructuring" [Doyle et al., 2007, p. 193] . Similarly, companies with reported IT deficiencies under Section 404 of SOX are smaller and pay higher audit fees [Grant et al., 2008] . The stock market has been found to react negatively to management disclosure of internal control weaknesses required under Section 302 of SOX [Hammersley et al., 2008] . Companies that report internal control deficiencies have higher cost of equity than those companies that do not [Ashbaugh-Skaife et al., 2009] 
and the first half of 2008. For example, in 2006, Design Within Reach was identified as having the following material weakness: "Specifically, controls were not designed and in place throughout the year to ensure that access was restricted to appropriate personnel and that unauthorized modification of the data or formulas within spreadsheets was prevented" [Design Within Reach Inc. 10-K, 2006] . The external audit firms have provided documented guidance that no one in the organization is assuming accountability for spreadsheet risk management [Protiviti Inc., 2008] .
Accountability for spreadsheet control deficiencies is important because it is the standard approach to accounting and auditing processes. Ultimately, senior management is the party that will be held accountable for the identified deficiencies. It is critical that the senior executive communicates an end-user computing policy to define the spreadsheet risk management requirements he/she expects from the organization [PricewaterhouseCoopers, 2004] . This policy must define effective processes and enact appropriate monitoring to ensure compliance with these processes. From this policy, an operating model defining accountability, roles and responsibilities, processes, controls, and control standards can be created [O'Beirne, 2005] . The focus then is on documenting the controls, processes and their usage. This five-step process is proposed from an auditing perspective, but IT research should provide guidance for the third step. The literature analysis in the next section identifies areas where further research is needed to help practitioners identify more effective controls. In particular, to identify the necessary level of controls and accountability in an operating model, an organization must clearly define the roles and responsibilities of different organizational stakeholders. There are five types of stakeholders associated with spreadsheets in an organization who should be considered in the organization's operating model: the designer, IT, the business user, independent review groups, and internal auditors.
The spreadsheet designers (developers and end-users) develop, implement, update, test, and make spreadsheets operational. Designers should be able to identify and assess the operational risk in their spreadsheets, but they need controls and processes to make sure that the development risks are reasonably mitigated (e.g., formal software development procedures). IT provides infrastructure and software critical to the operation of the spreadsheet. IT needs controls and processes to ensure that sharing, accessing, archiving, backing up, and data are available and safe (e.g., vault server products such as Sharepoint). The business users (e.g., analysts and controllers) use spreadsheet models to generate outputs. They need to review controls to make sure that appropriate financial standards are included in a model, that input and output validity checks are done, and that the appropriate model version is being used. Spreadsheet review groups, as suggested by Miricle Solutions [Miric, 2009] , are trained to review and comment on spreadsheets used throughout the organization. They can be responsible for one-time integrity testing of a spreadsheet as well as for setting up and monitoring protocols, processes, and controls for designers and users. Spreadsheet review groups do not always exist within an organization, but, when they do, they are often positioned in internal auditing or IT audit departments. Internal auditors, who provide an independent assessment to senior management of whether or not the spreadsheet risk within the organization is being effectively managed, identify ineffective or missing controls, and perform gap analysis and suggest remediation. While PricewaterhouseCooper's five-step process was outlined for key spreadsheets associated with financial reporting, research on effective controls and processes is applicable to other key spreadsheets in an organization and, therefore, should be considered in developing best practices for IT governance. As organizations work to comply with SOX regulations, they will identify effective processes, policies, and procedures for spreadsheets associated with financial reporting. The lessons learned will make companies more efficient in general, and this knowledge can be used to improve the general governance structure for end-user computing.
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sheets, how can this research on internal controls be organized into a coherent framework that will further develop effective implementation of the controls? We propose that Panko's three identified processes be used in conjunction with the organizational stakeholders to create a framework for classifying IT research. We reviewed recent existing literature on managing spreadsheets, focusing on research done since SOX and covering the key areas pertaining to the three processes identified by Panko. The articles reviewed were placed into one or more cells in the framework based on whether the elements of control pertaining to that cell were discussed in the paper or not. The framework and the papers that fall into each cell are shown in Table 2 .
In Table 2 , each column represents a process and each row represents an organizational stakeholder. As spreadsheet review groups do not always exist in an organization or are embedded inside internal auditing departments, it is difficult to clearly delineate these two roles and so the two stakeholders have been merged into the last row grouping. IT research is classified inside this framework table based on the process the spreadsheet control supports and the stakeholder who could be held responsible for that particular process. For example, assigning multiple developers to work separately on the same spreadsheet task and then cross-checking their results with each other increases the accuracy of the final model [Vemula et al., 2006 ]. Vemula's paper suggests a control procedure for spreadsheet developers that will reduce development errors, and, therefore, the paper is categorized in the Preventive Control/Designer portion of Table 2 .
It is apparent from Table 2 that IT research is heavily focused on developing some intuitive matches, such as preventive controls for spreadsheet designers and detective controls for spreadsheet review groups. This table also shows that there are some areas where minimal IT research has been done, such as for the general category of corrective controls, as well as for preventive user controls. One explanation for these gaps is that the category application can be partly covered by research efforts done in another category. For example, testing techniques, such as unit testing and system review, were proposed for preventing development errors made by designers [Pryor, 2004] . These testing procedures may also be applied when models are modified after release. • Best design practices
• Expert-novice differences
• Surveys of spreadsheet practices and corporate policies
• Effect of teaching design principles and system development methods
• Impact of designer's spreadsheet knowledge on the successful use of a spreadsheet application
• Graphical approaches such as data flow diagrams and influence diagrams
• Visualization techniques
• Design strategies to improve usability
• Tips for using Excel built-in controls
• Organizational quality control procedures
• Axioms for improving spreadsheet accuracy
• Algorithm to capture logic
• Applying formal software engineering development procedures such as SDLC
• Validation methodologies and efforts
• Testing vs. code review
• Test driven development
• Discovering spreadsheet structure
• Spreadsheet engineering processes
• Heuristics for visually identifying irregularities
• Framework of error risks
• Testing vs. code review
• Framework of error risks Volume 27
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The classifications in Table 2 are also based on the organizational stakeholder formally identified in the paper. It cannot be assumed that these stakeholders will remain the same throughout the three proposed lifecycle processes. In order to minimize the chances of misstatements (both intentional and accidental) at the corrective stage, the testing procedures should be part of a change control that includes specification for separation of duties between the spreadsheet designer, the user and an independent party, such as the spreadsheet review group [Read and Batson, 1999; Pricewaterhouse Coopers, 2004] . Thus, controls and procedures can be applied to multiple processes (see Figure 2 ) with different organizational stakeholders assuming responsibility for implementation. There can be a potentially negative impact on the effectiveness of the control or procedure if an organization does not consider carefully which stakeholder should be responsible for implementing the control. For example, the ability to detect errors is dependent on the reviewer's prior incremental practice with spreadsheet error detection [Teo and LeePartridge, 2001 ], and, therefore, different testing procedures would be necessary for a spreadsheet developer, user, and an independent review group. Tables 3 and 4 list examples of general controls that have been proposed for different stakeholders, providing more illustrations of overlap and gaps in the research. Table 3 highlights research that measures whether experience, training, and testing in general decrease spreadsheet designers' errors. Tables 2 and 3 , the resulting model quality should also have an indirect preventive impact on the user which is currently not reflected in Tables 2 and 4 . Similarly, Table 4 lists research suggesting that internal auditors should recommend design standards and protocols for the organization; the research speculates that if standards are
Volume 27 Article 28 established and followed, development errors would decrease with standardized training, remaining errors would be easier to detect by independent review groups, and users would experience a lower cognitive load as all models would be written with the same design standards [Martin, 2005] . Again, potential indirect impacts of the primary control are not captured in Tables 2 through 4 .
There are some important gaps in Tables 2 through 4 that also need to be addressed in future IT research. Effectively managing corrections is critical for SOX compliance as well as for general best practice for IT governance. Effective input controls for users are also important so as to ensure that valid data inputs are utilized and the integrity of the model outputs is maintained. Comparatively little research exists that investigates the effectiveness of information and data quality controls for spreadsheet users, in either the preventive or detective process. This is particularly critical for organizations concerned with minimizing the risk of fraud in their financial and operational spreadsheets as well as the risk of the decoupled data associated with spreadmarts. The gaps identified in Tables 2 through 4 are mirrored in actual organizational implementations of spreadsheet controls. A survey of various quality control methods at forty-five businesses showed that most organizations were not implementing techniques (e.g., input controls, auditing tools, tracking changes, cell protection) to manage spreadsheets once the models were operational or to support detective and corrective functions [Caulkins et al., 2007] .
Similarly, of the 113 10-Ks reporting SOX material weaknesses for inadequate internal control of spreadsheets between 2004 and mid-2008, forty-two weaknesses were associated with inadequate review processes (detective processes), forty-one weaknesses with inadequate access controls, twenty-seven weaknesses with inadequate change management controls, and twenty-two weaknesses with lack of data integrity controls. Only nine material weaknesses were associated with inadequate spreadsheet testing, and none of the weaknesses specifically targeted preventing misstatements in the design process, though this area is where the most IT research is being done. Fifty of the 113 10-Ks reporting SOX material weaknesses did not identify specific control issues but stated in general terms that the company did not maintain effective controls over their spreadsheets. (Note: some 10-K reports were identified with more than one internal control weakness, so the total weaknesses reported exceed 113.)
These deficiency statistics reflect the areas of emphasis that external auditors place on key spreadsheets associated with financial reporting for SOX compliance and may not be representative of broader shortcomings for general spreadsheet management. For example, spreadsheets developed to support strategic and operational decision-making often require more focus on design controls due to the complexity of the model's logic and the what-if analysis that will be performed by users. Tables 2 through 4 show that IT research is addressing issues such as design controls that are important for spreadsheets, but it is also missing some critical processes for spreadsheets, especially in financial reporting, and this lack of knowledge contributes to the ineffective implementation of controls being documented in practice.
V. SPREADSHEET CONTROL OPTIONS FOR ORGANIZATIONS TO CONSIDER
The rest of this article outlines control options that practitioners should consider throughout the spreadsheet lifecycle and identifies critical areas where further research is needed to support the bridge between accounting regulation and a broader implementation of spreadsheet controls. For example, while it is clear from the literature review and the 10-K reports that IT research is needed to help identify effective processes for managing spreadsheets after they have been developed, frustrations on the part of IT professionals with spreadsheet proliferation and low organizational productivity suggest that the development process is not being well managed either. The options outlined in this section provide general guidelines for evaluating the effectiveness of the controls currently implemented in an organization along with other controls companies should consider for eventual implementation. These suggestions are not meant to be an exhaustive list of controls that should be considered, but rather serve as a starting point for managing spreadsheets in an organization.
In applying the high-level five-step process to manage spreadsheet risk [PricewaterhouseCoopers, 2004] , not all spreadsheets need to be controlled identically. While SOX requires companies to identify and control spreadsheets that have a reasonable chance of resulting in a material misstatement associated with financial reporting, organizations often have other mission-critical spreadsheets that need similar levels of established controls, given the importance, extended use, complexity, and number of users of the spreadsheet. While IT research is being done to design taxonomies of spreadsheets for organizations so that they can identify spreadsheets that need greater or lesser degrees of control [Madahar et al., 2007] , the options proposed in this section are framed generally to address how different levels of controls could be applicable to spreadsheets in various types of classifications.
Options for Controlling the Spreadsheet Development Process
First, it is important for a company to evaluate the type and amount of spreadsheet training that has been invested in the end-users developing the spreadsheet models. Empirical lab studies show that training spreadsheet users on basic spreadsheet design principles significantly reduce qualitative design errors, though not quantitative errors [Beaman et al., 2005; Kreie et al., 2000] . Reducing qualitative errors, however, makes a model more usable throughout the spreadsheet's lifecycle, as well as easier to audit, especially if later data discrepancies or quantitative errors are identified. Developing a well-designed spreadsheet model reduces the risk that a user will misinterpret the results of the spreadsheet or generate a quantitative error while using the model. For spreadsheets that are meant to be reused or shared with others, these design aspects become a critical control for preventing errors on the parts of the users, as well as improving the eventual productivity of the party responsible for auditing or changing the model. However, a developer survey shows that very little training is provided by organizations for spreadsheet development [Lawson et al., 2009] .
Training for end-users is a very effective strategy. A one-day seminar on basic design principles, such as effective layout strategies, cell documentation, cross-footing techniques, and not embedding numbers in formulas, would result in noticeable long-run productivity gains for an organization, because it is easy to incorporate these concepts into future models once the end-user understands the principles. For end-users who are generating mission-critical spreadsheets that will be repeatedly used and shared with others, additional training on more advanced design features, such as conditional formatting, data validation, and form controls, is also highly recommended. Also, for the end-users who are creating spreadsheet-based spreadmarts to perform more advanced analysis and business intelligence, training on advanced modeling tools such as Excel's built-in auditing feature, pivot tables, data tables, and database functions would be beneficial. While these types of advanced tools require more development time and a higher learning curve, training end-users on the best way to implement these techniques will help organizations ensure that the analysis is being done as productively and robustly as possible in the spreadsheet environment.
Second, companies need to create design standards and/or guidelines for the spreadsheet models that will be shared or from which reports will be generated. Standardizing design features such as layout approaches, color and formatting styles, documentation, and cell naming conventions will reduce the cognitive load of the eventual users and auditors. This will make the logic of the model and its assumptions and outputs easier to follow and comprehend. IT professionals or internal auditors need to define a spreadsheet style policy that is explicit about methods, functions, and formats, similar to the example provided in O'Beirne [2005] . Providing end-users with training and incentives to abide by the spreadsheet development policy will create a consistent style throughout the organization, thereby increasing organizational productivity as the spreadsheet is put into operational use.
Finally, organizations should consider various preventive procedures to ensure that the logic, formulas, and calculations programmed by the developer are accurate. Formal approaches decrease errors in structured programming for general IT development projects. While IT research argues that errors in spreadsheets should decrease with the implementation of formal software engineering approaches, empirical evidence has not been produced to broadly support this claim. In one empirical lab study, participants were trained on a specific design approach for a specific error type (using Data Flow Diagrams for linked errors), which resulted in lower error rates for that error type [Janvrin and Morrison, 2000] . Another study showed that the group creating influence diagrams had fewer omission errors than the control group [O'Donnell, 2001] . However, in addition to requiring advanced training, these formal specification and development techniques may impose such a high cognitive load on the enduser, who is not used to developing models in a structured manner, that gains in the error reduction typically associated with the approach are offset by new errors created by cognitive processing difficulties. Cognitive load has been a problem for other software development and usage and is potentially a problem for spreadsheets as well [Bible et al., 2005; Turetkin and Schuff, 2006] .
However, IT research does clearly show that testing is a necessary formal development approach for reducing the risk of quantitative spreadsheet errors [Panko and Ordway, 2005] . For mission-critical spreadsheets, a detailed test plan should be institutionalized that defines "who applies what test cases to the spreadsheet, when, and how" [O'Beirne, 2005] . While there are no specific methods that have been clearly identified as being the most effective (e.g., test cases versus code inspection), IT research concludes that the testing should be done by someone other than the developer to maximize chances of error detection [Caulkins et al., 2005; Panko and Halverson, 1997] . This means that organizations need to be willing to commit to budget time and personnel resources to perform these formal review procedures before a mission-critical spreadsheet is put into operational use.
Further IT research is needed to help practitioners understand how to control the spreadsheet development process so that the resulting spreadsheet can be productively integrated into operational use. A call for research is needed in three general areas. First, extended research must be done on classification of qualitative errors and their impacts on various parties throughout the spreadsheet lifecycle so that practitioners can prioritize their use of resources and training as effectively as possible. Second, while design principles for readability, module layout, jamming, and data management exist [Caulkins et al., 2005; Conway and Ragsdale, 1997; Edwards et al., 2000 , Panko, 1988 , readability requires further exploration since conflicts between criteria for user and developer readability have been noted. For example, user readability improves when input assumptions are displayed close to the outputs they affect, but developer readability is easier when a distinct module section is created for data management purposes, often requiring a separation of the assumptions from the resulting outputs [Raffensperger, 2003] . Similarly, conflicting views on the usefulness of range names exist: range names provide the user with improved readability of the spreadsheet's logic [Bewig, 2003] but simultaneously increase the risk of quantitative design errors, as the range names can be linked to incorrectly defined cell ranges and these errors are extremely hard to detect [Panko and Ordway, 2005] . These and other design controversies need to be examined from the perspective of the developer's and user's cognitive loads, so that again the most effective overall design standards and training can be provided. Finally, IT research should attempt to measure how the cognitive load of the end-user who applies formal development approaches impacts spreadsheet error reduction in order to determine whether a significant error reduction can be realized that would make it worthwhile for organizations to consider institutionalizing these types of approaches.
Options for Controlling the Spreadsheet in Its Operational Use
The 10-K deficiencies summarized in the previous section show that companies need to focus more on ensuring the integrity of key spreadsheets after they are developed by establishing processes to detect user-generated misstatements, prevent risk of misuse and fraud, and manage changes better. In interviews with forty-five senior managers from various industry sectors, five of the seven most commonly mentioned types of spreadsheet errors reported can be generated by users after the model has been successfully developed, including inaccurate data (76 percent), reuse of spreadsheets (49 percent), misinterpretation of outputs or reports (27 percent), broken links (22 percent), and copy/paste errors (22 percent) [Caulkins et al., 2007] . These spreadsheet errors can occur as the result of insufficient input data controls, poor spreadsheet design, corrupted formulas and even fraudulent activities.
First, a company needs to consider which operational spreadsheets should be audited and how this auditing will be done. This requires specifying a procedure for how often a spreadsheet must be reviewed, as well as the organizational party that will be responsible for reviewing the spreadsheet, keeping in mind that separation of duties is an important organizational control for maximizing the chances of detecting accidental misstatements and fraudulent activities. In organizations without independent spreadsheet review groups, independent users may act as the auditing agency. In such cases, training users on detection techniques should be considered because research shows experience with detection increases the number of errors caught [Teo and Lee-Partridge, 2001 ]. An organization should also consider specifying an auditing protocol for the reviewer to follow to maximize the error detection rate, similar to the steps proposed in Powell et al. [2008b] , as well as using third-party auditing tools, such as Spreadsheet Professional. As auditing is expensive and time-consuming, organizations need to develop a process to classify the risk of a spreadsheet created by an external party or end-user, as was done in Butler [2000b] , so that only high risk spreadsheets are targeted for review.
IT research shows that, even with the most detailed audits, rarely will all spreadsheet errors be detected [Galletta et al., 1993 [Galletta et al., , 1996 Panko, 1998; Teo and Lee-Partridge, 2001 ]. The likelihood of detection in the case of fraud is even lower because the originator is intentionally trying to hide the misstatement [Mittermeir et al., 2005] . So while auditing of mission-critical spreadsheets should be seriously considered, establishing resources that prevent usergenerated misstatements may be a more effective approach for maintaining spreadsheet integrity. The investment in training and design guidelines that was previously described should improve spreadsheet development, which is one way to prevent user misstatements.
Other options that an organization can consider include the implementation of various IT tools. Aggressive controls, such as separating data from the program, will ensure data integrity and consistency throughout the organization. Centralizing data in a common database where it can be maintained by IT professionals in a consistent XML format for data feeds to Excel applications will let business users maintain the benefits of quick, flexible analysis and presentation generation [Marinos, 2005] . Similarly, as more functionality and flexibility is designed into the spreadsheet components of .NET systems, organizations may have an easier time convincing analysts and users to use these systems more, which will bind spreadsheets to enterprise databases and other .NET data sources. An organization can also consider placing mission-critical spreadsheets in a vault server, where they will be protected by security access controls and strong auditing tools [Nash et al., 2003; Panko, 2006] .
Finally, procedural options can be implemented to try to deter fraud and set an appropriate level of security for a spreadsheet. Some suggestions include an operational policy that defines separation of duties, testing procedures and access policies, technology controls to limit access and changes, and data control procedures [Panko and Ordway, 2005] . Such a policy would need to describe procedures for ensuring that the correct version is successfully distributed for use throughout the organization so that all users are not using a spreadsheet with errors or outdated standards. One auditor proposed that more traditional archiving/filename/sharing convention strategies would get spreadsheets reasonably under control, along with procedures for specifying access levels for approved users, reviewers, and developers [Martin, 2005] . There are also procedures for validating data input and controlling data integrity that can be implemented by end-users to overcome some data problems [Grant et al., 2003; Rose, 2007; O'Beirne, 2008] .
The possible controls that have been proposed in IT literature for managing the risks of a developed spreadsheet provide a wide range of possible solutions for organizations to consider. However, surveys and recorded SOX deficiencies show that most organizations do not understand how to effectively implement these controls into their operations. This suggests a general call for IT research to document the effectiveness of different proposed tools with respect to their ability to prevent misuse and to provide reasonable accessibility, flexibility, and cost.
VI. CONCLUDING COMMENTS
Spreadsheets are the most commonly used tool for end-user application developments in business. The value of spreadsheet software comes from its ease of use and how it enables most employees to develop and use models of varying degrees of sophistication with limited training. As past studies point out, this exposes organizations to the errors and fraudulent activity that can make its way into the numerous spreadsheets in use at a typical organization. Surveys show that, despite the documented presence of errors in spreadsheets, most organizations still have not established formal guidelines or policies for managing their spreadsheets. SOX and similar legislations in other countries bring the issue of controls on end-user developed spreadsheet models to the forefront as they make publicly traded companies accountable for verifying that effective controls for spreadsheets used in the financial reporting process are in place.
In the literature analysis presented in this article, we show that there is a need to better understand controls for users, such as input and data controls, as well as general detection and change management techniques. Understanding the relationship between an organization's design standards and the impact it will have on designers, users, and reviewers, and the spreadsheet's resulting accuracy, are factors that managers need to consider. This will help organizations structure the training that must be provided to end-users who design, develop, and use spreadsheets in their daily work. Most importantly, there is a need to develop governance methods that allow for better controls without hampering end-user development and usage of spreadsheet models and without imposing prohibitive expenses and time commitments on the organization. As organizations work to comply with financial reporting regulations, like SOX, they are identifying effective processes, policies, and procedures for spreadsheets associated with financial reporting. The lessons learned from this experience can be used to make employees more productive as they use spreadsheets while also improving the general governance structure for end-user computing. Due to the proliferation of spreadsheets and the new technology developments in computing that are occurring, such as cloud computing, these control issues will become even more important in the near future.
Planning and implementing adequate controls for spreadsheets in organizations should go beyond regulatory compliance. Organizations need to understand the effect of standards and policies on the end-users, as well as on those who are responsible for controlling the use of information and systems in the organization. Controls on spreadsheets are likely to lead to conflicts between the end-users and IT professionals who are typically responsible for controlling the systems. The problems associated with controlling spreadsheets discussed in this article go beyond financial reporting and address controls needed for all types of spreadsheets used in an organization. Both end-users as well as IT professionals need to identify and apply effective controls to ensure that spreadsheets remain a practical and useful tool while limiting the risk that organizations face from errors in end-user developed spreadsheet models.
